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Abstract: To effectively address the issue of differentiated privacy protection for users with different
authorization levels in resource-constrained environments, an image encryption algorithm integrating
image {requency classification and block compressed sensing is proposed. First, the plaintext image
is divided into blocks, and each block is transformed via the discrete cosine transform (DCT).
Using Zigzag scanning, the DCT coefficient matrix of each image block is converted into a vector
containing different frequency components, thereby completing frequency classification. Second,

an adaptive threshold sparsification method that accounts for image characteristics is proposed to
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perform sparsification on different frequency components according to varying thresholds. Third,
an improved two-dimensional chaotic system is designed and used to construct a measurement
matrix. Each frequency component is then measured separately via compressed sensing, after
which the measurement results are reorganized and subjected to secondary encryption to generate
the cipher image. Finally, users with different permission levels obtain differentiated decrypted
images using corresponding keys, thereby achieving hierarchical protection of image information
based on access rights. Experimental results show that the proposed algorithm can provide decrypted
images with clearly distinguishable quality for users at high, medium., and low permission levels.
While ensuring security, the compression performance is improved by approximately 7—12 dB,
the time cost is reduced by more than 38% . and processing efficiency is significantly enhanced.
The proposed algorithm is suitable for fast image processing in resource-constrained environments
and can effectively achieve hierarchical image security protection for multiple users.

Keywords: image encryption; two-dimensional chaotic map; hierarchical protection; compressive

60 %

sensing; adaptive-thresholding sparsification

Wt % 3 15 R G0 M = A7 il R i R & R, &
BAL R SAFA% T B % 4 B H 2500 5. A RO
5 R EAR — B PR L DAL T g S B B R
B B S AU 7 R A N BRORA L £l ] 25 £
FERZ A, Wi, BRI B A &0
R,

Sy LR 3 — Pk K L B 5T AR T 2 B BB R
J7 i AL A B BRI | B K BN TR A%
A, o JE TR Bl PG A0 I O ik DR HG A i AR
PEFN PR BE B I A2 B Tz A gE . SCEk 4] A
Henon W25 1 Bk il AL )T 51 48 T+ 42 4 5 SCiik [5 ]
X — A CAZ TR T AT Bl atE DA — 25 v Y 0 ke
(R BT S0 . 3 AR R L BF 5T AR R 48 RN R
SR R G A SRR A [ 25 2 R0 R 4
B A MBIF T 32 B2 28 50 1 1 28 2o M | 4 T 1 N Ak
RETE. Hln, 51 A A R B AT RS AL 3
S8R AR 2 60 1A SR R W S B 19 BE T ot 1 S T
1SR B Z B0 AT AL AN R (R Ak Ak B, B3 R 4
BN 5 SR 0 B T 45 B AT (BCS) HE 22 L 2 w8 B 1 il 4R
FTRLRAED

Xt % 7 0 . LR A R A B e
Mkt 25 R MELA 2 i Z P R TR
RVs R oK . B 09 R 5y O 5 £ 5
e, — IR NS BGOSR X 3 (ROD) 1) J5 36 22 5+
P53 G 05 5 o BRIV 38 %ot PSR v R [ X8k 52 it 22 5 Ak
A T A 5 R ASURR A Rl T A B RL 1R B A R
DR 35 T AR ASC B P P A5 A R BRI e IX SR 4% . S
BRC 1O T 1 b 1 4 5 A A B B RL 2 4 i
PrOHE A A A BIR P wl a fa) R 45 i N

zkxb. xjtu. edu. cn

FEAR L 5 SCHR 11000 %o 38 3 AR b i 45 X ik 47 8
BRI 4 L SEBL T T X A 3 ) 4

Iy — 2 2 T[] e VAR B XA G OR A T
P, HV3E A 75 A0 4 T PR AR B A O i R S [ A RR
FU) 22 AR DRIV T oK . SClik[ 12 T Al % R R Sk
BAR KT RGOS ZAEANFEHP S H P RS E
RGBS Z 2 W R o &l s . SCERC 130591 A
FEAT R4 B (PCS) B JE 45 B o b 24 FHL5E
gy kil 2 PR A S8 B EMR R kX e,

H LA b B RT3 — 28 05 vk O DL IX Ak 1 )
P S R AIE 1Y) 43 G B AL PR 5 B8 — 28 T 3k U ) T A
AR 22 S N E . FIRBF 2
50 3R 32 IR, 76 6 - 2 F P 43 9 Tm) 42 i 19
HIAR T, A - 22 4 M LR 4R PR RE RS AT R0 2
PR 53 28 4 4 0 8 B30 T B AR5 1 I

PRI I A SCRF GO 2R 43 28 5 43 e e 47 S 0 AH
SEG BT R ) BE R 37 B R B 1 R 4 Gk
AN Ak A S 4 . OFF BCS HEAE T , %t &
1% BB A %A e (DCT) 2 805 28 5 43 51 6 4 5 A
FARAR 5 A i i 22 5 S B A s RIR R
B PR AR TR AS R P 3K B 25 54k 14 i 2% R4S © ek ik
Henon i 3l B 55 D3 FHIR Wl Re 1 L OF T4 3 32 4
N5 R P A A8 S AR 2 A PR S T B AR P A
WAL T 5 B ARAE A1 3E B 1 B 8 s 55 Ak 7 3%, iF
— BT T EL W AR . FRAE R R AL
JIT 4 SR BE NS 7E S B 2 P A Ry ) 4 i 1Y) TR S
A RO BRI % e R RE RS I ROR , R
U8 57 BR 3 5T 19 BHR 5 P e RL DR B 2 A5 A 45801 e e

PIE




o454

AL 55 0 U552 B BRE T 18 i 22 1 23 8022 4 ) P A0 o B 0 241

1 JREEIS
1.1 Henon BBk &
A Sy — oy L 780 fr — 24 B TR T W 4, Henon B
RGN
To = 1 —axi+y,

@D
Va1 = bx,

Kb a2, oy, 00 RASAS i 50 IR EL 0 Fl b 5
HEHL Y a = 146 = 0.3 0], BREEFATRIIRE.
F Henon B 5 1 43 75 & W 51 5 B0 500 A 2
VR AR ECE 5 B AT A, 3l ) 2 R AR AR LUR LR
Jad B - ORI AT AU BLAE A BRI S B RN ©
RGBS B — ; @ e RZEHES i RI5 80 ik T
0, REMIRTEE A A R,
1.2 Bk 8 — 4R i pk 5t
EE X Henon YR T Bl 55 14 Jay B L AR SO HL 47

6 20
10

4
=5 =0
2 -10

0 | | L T s L L
-100  -50 0 50 100 -100 -50 0 50
a a

()b=20,x 437 A (Wb=20,y 5 K

Pk, BIAE 2 (D) W g ORI 2R P T L 1 o A 2
P IG5 G =M R B A SR SR . Ak i
3 o A A DA R TE AR S AR i A e . AR SCHR Y
MR Henon WS (2D-THCMD 1 R G2 5 2
x. = (1 +ay, —by:)mod 2x 2
Va1 = beos(x,)
XA 2,200 € (0,610 ,3, 5y, € (—20,20) ;mod
B B AR SCE L T, 2D-THCM T+ 28 0l
HL
1.3 B R i Rk G B 1 B8 4 AR
1.3.1 528
K124 2D-THCM 432 8. M S 800 2 (2
yo)= (0.1, 0.2) H b=20 i, 2D-THCM 7£ a €
[ —100,100 ] PN 52 B0 S R0 f0 36 e S0 4R 11E , Sk 1
HEBEMRERE, B a=10 H b€ [—50,50 ]},
RGATEA BRGF  RH JR T8

6 50k
25 .
4 b f
: =0 > <
2 25 '
0 1 1 i) L
=50 =25 0 25 50 =50 =25 0 25 50
b b

(a=10,z & A (Da=10,y 7 H

B 1 k) Henon 130 W56 i 3 23 141

Fig. 1 Bifurcation diagram of the improved Henon chaotic map
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Fig. 3 Comparison between this paper and the literatures on Lyapunov exponent spectra
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Table 2 Quantitative evaluation of simulation results

W ({5 1 /4B FiRLR
) SC £ - 145 14
IR bR R LR

Parrots 9. 036 22.275 37. 457 0.963
‘Woman 10. 153 24.561 39. 541 0.967
Peppers 10.976 22.134 33.569 0.952

4.2 RGSEBLGIEESN

SR T A A PRAR A RBE RCR R 4 RE =2 [ R
3 VA AR SCEE v AR AL | rh s 90 20 i o LE 20
EA. A6 MK 3 AR, M AR ] =
1/16 W, IR ACBR AT fige s 181 45 A A0 08 280 R A A




246 [N ]

Ko E R

4560 %

MSSIM e K s B & o B30, AR A BR 45 2% 1 7 i
2% R4 ) 7 HE R BE F MSSIM ¥ R B¢ . 5 Ik [F B,
1 A BR FH P fi % PR A% i) MISSIM 74 3 $2 71

()r.=1/16 (b)r,=2/16

(C)rl‘:3/16
6 ARA B P i 5

Fig. 6 Decrypted images for low privilege users
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Table 3 Image quality assessment under different low frequency

ratios

W {3 /B R

" -
A R AR IRROR R
1/16 10. 388 22. 264 31.702 0.271 0.914
2/16 11.706 24. 164 35. 818 0. 240 0. 964
3/16 11.774 24. 164 36. 341 0.234 0. 975
4/16 11.728 24.165 36. 446 0. 186 0. 981
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Fig. 7 Decrypted images obtained with the wrong keys
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Table 4 Comparison of the proposed algorithm with existing algorithms
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Table 5 Comparison of compression performance between

the proposed algorithm and existing algorthms
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Y#k[25] 3D IWT  2DPG-ED 39. 92 Table 6 Comparison results of different threshold settings
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Table 7 Computational complexity comparison between the

proposed algorithm and existing algorithms
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Table 8 Comparison results of running time between the

proposed algorithm and existing algorithms
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